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Abstract—Internet of Things (IoT) has provided a promising 
opportunity to build powerful industrial systems and applications 
by leveraging the growing ubiquity of radio-frequency identifica- 
tion (RFID), and wireless, mobile, and sensor devices. A wide range 
of industrial IoT applications have been developed and deployed in 
recent years. In an effort to understand the development of IoT in 
industries, this paper reviews the current research of IoT, key 
enabling technologies, major IoT applications in industries, and 
identifies research trends and challenges. A main contribution of 
this review paper is that it summarizes the current state-of-the-art 
IoT in industries systematically. 


Index Terms—Big data analytics, enterprise systems, information 
and communications technology (ICT), industrial informatics, 
internet of things (IoT), near field communications, radio- 
frequency identification (RFID), wireless sensor networks (WSNs). 


I. INTRODUCTION 


S AN EMERGING technology, the Internet of Things 

(IoT) is expected to offer promising solutions to transform 
the operation and role of many existing industrial systems such as 
transportation systems and manufacturing systems. For example, 
when IoT is used for creating intelligent transportation systems, 
the transportation authority will be able to track each vehicle’s 
existing location, monitor its movement, and predict its future 
location and possible road traffic. The term IoT was initially 
proposed to refer to uniquely identifiable interoperable connected 
objects with radio-frequency identification (RFID) technology [1]. 
Later on, researchers relate IoT with more technologies such as 
sensors, actuators, GPS devices, and mobile devices. Today, a 
commonly accepted definition for IoT is 


a dynamic global network infrastructure with self- 
configuring capabilities based on standard and interop- 
erable communication protocols where physical and 
virtual ‘Things’ have identities, physical attributes, and 
virtual personalities and use intelligent interfaces, and are 
seamlessly integrated into the information network [2]. 
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Specifically, the integration of sensors/actuators, RFID tags, 
and communication technologies serves as the foundation of IoT 
and explains how a variety of physical objects and devices 
around us can be associated to the Internet and allow these 
objects and devices to cooperate and communicate with one 
another to reach common goals [3]. 

There is a growing interest in using IoT technologies in various 
industries [4]. A number of industrial IoT projects have been 
conducted in areas such as agriculture, food processing industry, 
environmental monitoring, security surveillance, and others. 
Meanwhile, the number of IoT publications is quickly growing. 
The authors conducted an extensive literature review by exam- 
ining relevant articles from five major academic databases (IEEE 
Xplore, Web of Knowledge, ACM digital library, INSPEC, and 
ScienceDirect) in order to help interested researchers understand 
the current status and future research opportunities regarding the 
use of IoT in industries. Our review focuses on both identifying 
the breadth and diversity of existing IoT research in the industrial 
areas and highlighting the challenges and opportunities for future 
researchers. As a result, we found a large number of journal 
articles and conference papers related to IoT. For example, we 
found 306 IoT-related journal articles published from 2009 to 
2013 by searching the Web of Knowledge database alone. Fig. 1 
displays the number of journal articles stored in the Web of 
Knowledge database by year from 2009 to 2013. Fig. 1 indicates a 
trend that research on IoT is becoming increasingly popular. 

This paper is organized as follows. Section II presents the 
background and current research of IoT. Section II provides an 
in-depth review of service-oriented architecture (SOA) of IoT. 
Section IV reviews the key enabling technologies that make IoT 
possible. Section V describes key IoT applications in industries. 
Section VI discusses research challenges and future trends. 
Conclusion is given in Section VII. 


II. BACKGROUND AND CURRENT RESEARCH OF IOT 


IoT can be considered as a global network infrastructure com- 
posed of numerous connected devices that rely on sensory, com- 
munication, networking, and information processing technologies 
[5]. A foundational technology for IoT is the RFID technology, 
which allows microchips to transmit the identification information 
to a reader through wireless communication. By using RFID 
readers, people can identify, track, and monitor any objects attached 
with RFID tags automatically [6]. RFID has been widely used in 
logistics, pharmaceutical production, retailing, and supply chain 
management, since 1980s [7], [8]. Another foundational technolo- 
gy for IoT is the wireless sensor networks (WSNs), which mainly 
use interconnected intelligent sensors to sense and monitoring. 
Its applications include environmental monitoring, healthcare 
monitoring, industrial monitoring, traffic monitoring, and so on 
[9], [10]. The advances in both RFID and WSN significantly 
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Fig. 1. Number of IoT Journal articles by year in Web of Knowledge. 
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Fig. 2. Technologies associated with IoT. 


contribute to the development of IoT. In addition, many other 
technologies and devices such as barcodes, smart phones, social 
networks, and cloud computing are being used to form an extensive 
network for supporting IoT [11]-[16] (see Fig. 2). 

So far, loT has been gaining attraction in industry such as 
logistics, manufacturing, retailing, and pharmaceutics. With the 
advances in wireless communication, smartphone, and sensor 
network technologies, more and more networked things or smart 
objects are being involved in IoT. As a result, these IoT-related 
technologies have also made a large impact on new information 
and communications technology (ICT) and enterprise systems 
technologies (see Fig. 3). 

In order to provide high-quality services to end users, IoT’s 
technical standards need to be designed to define the specifica- 
tion for information exchange, processing, and communications 
between things. The success of IoT depends on standardization, 
which provides interoperability, compatibility, reliability, and 
effective operations on a global scale [17]. Many countries and 
organizations are interested in the development of IoT standards 
because it can bring tremendous economic benefits in the future. 
Currently, numerous organizations such as International Tele- 
communication Union, International Electro-technical Com- 
mission, International Organization for Standardization, IEEE, 
European Committee for Electro-technical Standardization, China 
Electronics Standardization Institute, and American National 
Standards Institute are working on the development of various 
IoT standards [18], [19]. As so many organizations are involved 
in the development of IoT standards, a strong coordination 
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Fig. 3. IoT-related technology and their impact on new ICT and enterprise 
systems. 


between different standardization organizations is necessary to 
coordinate and govern the relationships between international 
standards organizations and national/regional standards organi- 
zations [20]. By establishing widely accepted standards, devel- 
opers and users can implement IoT applications and services that 
would be deployed and used on a large scale, while saving the 
development and maintenance cost in the long run. The stan- 
dardization of the technologies in IoT will also accelerate the 
wide spread of IoT technology and innovations. 

So far, many countries have significantly invested on IoT 
initiatives. The U.K. government has launched a £5 m project to 
develop IoT. In Europe Union, the IoT European Research 
Cluster (IERC) FP7 (http://www.rfid-in-action.eu/cerp/) has 
proposed a number of IoT projects and created an international 
IoT forum to develop a joint strategic and technical vision for the 
use of IoT in Europe [21], [22]. China takes IoT seriously and 
plans to invest $800 million in the IoT industry by 2015. China 
aims to take a leading role in setting international standards for 
IoT technologies [23]. In the U.S., IBM and ITIF (The Informa- 
tion Technology and Innovation Foundation) reported, in 2009, 
that IoT can be an effective way to improve traditional physical 
and information technology infrastructure, and will have a 
greater positive impact on productivity and innovation. Japan 
launched u-Japan and i-Japan strategies, respectively, in 2008 
and 2009, in order to use IoT to support daily lives [24]. 


HI. SOA For IOT 


IoT aims to connect different things over the networks. As a 
key technology in integrating heterogeneous systems or devices, 
SOA can be applied to support IoT. SOA has been successfully 
used in research areas such as cloud computing, WSNs, and 
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TABLE I 
A Four-LAYERED ARCHITECTURE FOR IoT 


Layers 
Sensing layer 


Description 

This layer is integrated with existing 
hardware (RFID, sensors, actuators, 
etc.) to sense/control the physical 
world and acquire data 

This layer provides basic networking 
support and data transfer over 
wireless or wired network 


Networking layer 


Service layer This layer creates and manages 
services. It provides services to 


satisfy user needs 


Interface layer This layer provides interaction 
methods to users and other 
applications 

TABLE II 
DESIGN CONSIDERATIONS FOR INDUSTRIAL IOT APPLICATIONS (ADAPTED From [48]) 

Design goals Description 

Energy How long can an IoT device operate with 

limited power supply? 

Latency How much time is need for message 

propagation and processing? 

Throughput What is the maximum amount of data 

that can be transported through the 
network? 

Scalability How many devices are supported? 

Topology Who must communicate with whom? 

Security and safety | How secure and safe is the application? 


vehicular network [25]-[32]. Quite a few ideas have been 
proposed to create multi-layer SOA architectures for IoT based 
on the selected technology, business needs, and technical 
requirements. For example, the International Telecommunica- 
tion Union recommends that IoT architecture consists of five 
different layers: sensing, accessing, networking, middleware, 
and application layers. Jia et al. [6] and Domingo [33] propose to 
divide the IoT system architecture into three major layers: 
perception layer, network layer, and service layer (or application 
layer). Atzori et al. [19] developed a three-layered architectural 
model for IoT which consists of the application layer, the 
network layer, and the sensing layer. Liu et al. [34] designed 
an IoT application infrastructure that contains physical layer, 
transport layer, middleware layer, and applications layer. From 
the perspective of functionalities, a four-layered SOA of IoT is 
shown in Table I. Table II shows design considerations for 
industrial IoT applications. Fig. 4 shows an SOA, where the 
four layers interact to each other. 

The architectural design of IoT is concerned with architecture 
styles, networking and communication, smart objects, Web 
services and applications, business models and corresponding 
process, cooperative data processing, security, etc. From the 
technology perspective, the design of an IoT architecture needs 
to consider extensibility, scalability, modularity, and interoper- 
ability among heterogeneous devices. As things might move or 
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need real-time interaction with their environment, an adaptive 
architecture is needed to help devices dynamically interact with 
other things. The decentralized and heterogeneous nature of IoT 
requires that the architecture provides IoT efficient event-driven 
capability. Thus, SOA is considered a good approach to achieve 
interoperability between heterogeneous devices in a multitude of 
way [19], [20], [32]. 


A. Sensing Layer 


IoT can be considered as a world-wide physical inner- 
connected network, in which things can be connected and 
controlled remotely. As more and more devices are equipped 
with RFID or intelligent sensors, connecting things becomes 
much easier [35]. In the sensing layer, the wireless smart systems 
with tags or sensors are now able to automatically sense and 
exchange information among different devices. These technolo- 
gy advances significantly improve the capability of IoT to sense 
and identify things or environment. In some industry sectors, 
intelligent service deployment schemes and a universal unique 
identifier (UUID) are assigned to each service or device that may 
be needed. A device with UUID can be easily identified and 
retrieved. Thus, UUIDs are critical for successful services 
deployment in a huge network like IoT [35], [36]. 


B. Networking Layer 


The role of networking layer is to connect all things together 
and allow things to share the information with other connected 
things. In addition, the networking layer is capable of aggregat- 
ing information from existing IT infrastructures (e.g., business 
systems, transportation systems, power grids, healthcare sys- 
tems, ICT systems, etc.). In SOA-IoT, services provided by 
things are typically deployed in a heterogeneous network and all 
related things are brought into the service Internet [19], [37]. This 
process might involve QoS management and control according 
to the requirements of users/applications. On the other hand, it is 
essential for a dynamically changing network to automatically 
discover and map things in a network. Things need to be 
automatically assigned with roles to deploy, manage, and sched- 
ule the behaviours of things and be able to switch to any other 
roles at any time as needed. These capabilities enable devices to 
be able to collaboratively perform tasks. To design the network- 
ing layer in IoT, designers need to address issues such as network 
management technologies for heterogonous networks (such as 
fixed, wireless, mobile, etc.), energy efficiency in networks, QoS 
requirements, service discovery and retrieval, data and signal 
processing, security, and privacy [38]. 


C. Service Layer 


Service layer relies on the middleware technology that pro- 
vides functionalities to seamlessly integrate services and appli- 
cations in IoT. The middleware technology provides the IoT with 
a cost-efficient platform, where the hardware and software plat- 
forms can be reused. A main activity in the service layer involves 
the service specifications for middleware, which are being 
developed by various organizations. A well-designed service 
layer will be able to identify common application requirements 
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Fig. 4. SOA for IoT. 


and provide APIs and protocols to support required services, 
applications, and user needs. This layer also processes all 
service-oriented issues, including information exchange and 
storage, data management, search engines, and communication 
[19], [20], [38]. This layer includes the following components. 

1) Service discovery: finding objects that can offer the needed 
services and information in an efficient way [19]. 

2) Service composition: enabling the interaction and com- 
munication among connected things. The discovery phase 
leverage the relationships among different things to dis- 
cover the desired service, and the service composition 
component is to schedule or re-create more suitable ser- 
vices in order to acquire the most reliable services to meet 
the request [19], [20]. 

3) Trustworthiness management: aiming at determining trust 
and reputation mechanisms that can evaluate and use the 
information provided by other services to create a trust- 
worthy system [19], [37], [38]. 

4) Service APIs: supporting the interactions between services 
required in IoT [24], [38]. 


D. Interface Layer 


In IoT, a large number of devices involved are made by 
different manufacturers/vendors and they do not always follow 


the same standards/protocols. As a result of the heterogeneity, 
there are many interaction problems with information exchange, 
communication between things, and cooperative event proces- 
sing among different things. Furthermore, the constant increase 
of things participating in an IoT makes it harder to dynamically 
connect, communicate, disconnect, and operate. There is also a 
necessity for an interface layer to simplify the management and 
interconnection of things. An interface profile (IFP) can be seen 
as a subset of service standards that support interaction with 
applications deployed on the network. A good interface profile is 
related to the implementation of Universal Plug and Play (UPnP), 
which defines a protocol for facilitating interaction with services 
provided by various things [38], [39]. The interface profiles are 
used to describe the specifications between applications and 
services. The services on the service layer run directly on limited 
network infrastructures in order to effectively find new services 
for an application, as they connect to the network. Recently, a 
SOCRADES integration architecture (SIA) has been proposed 
to effectively interact between applications and services [38], 
[40]. Traditionally, the service layer provides universal API for 
applications. However, the recent research results on SOA-IoT 
reported [41] that service provisioning process (SPP) can also 
effectively provide interaction between applications and ser- 
vices. The SPP first performs a “types query” that sends a request 
for services with a generic WSDL format, and then uses a 


XU et al.: INTERNET OF THINGS IN INDUSTRIES: A SURVEY 


“candidate search” mechanism to find potential services. Based 
on the “Application context” and “QoS information,” all service 
instances are ranked and a “On-Demand service provisioning” 
mechanism will be used to identify a service instance that 
matches the application’s requirements. In the end, a “Process 
Evaluation” is used to evaluate the process [41], [42]. 


IV. KEY ENABLING TECHNOLOGIES 
A. Identification and Tracking Technologies 


The identification and tracking technologies involved in IoT 
include RFID systems, barcode, and intelligent sensors. A simple 
RFID system is composed of an RFID reader and an RFID tag. 
Because of its ability to identify, trace, and track devices and 
physical objects, the RFID system is increasingly being used in 
industries, such as logistics, supply chain management, and 
healthcare service monitoring [6], [43]. Other benefits of the 
RFID system include providing precise real-time information 
about the involved devices, reducing labor cost, simplifying 
business process, increasing the accuracy of inventory informa- 
tion, and improving business efficiency. So far, the RFID system 
has been successfully used by numerous manufacturers, distri- 
butors, and retailers in many industries [7], [8]. 

Recent development of the RFID technology focuses on the 
following aspects [6], [7], [8], [43]: 1) active RFID systems with 
spread-spectrum transmission; and 2) technology of managing 
RFID applications [7], [8]. 

There is still a plenty ofroom for the growth of the RFID-based 
applications [44]. To further promote the RFID technology, 
RFID can be integrated with WSNs to better track and trace 
things in real time. In particular, the emerging wireless intelligent 
sensor technologies, such as electromagnetic sensors, biosen- 
sors, off-board sensors, sensor tags, independent tag, and sensor 
devices further facilitate implementation and deployment of 
industrial services and applications. By integrating data acquired 
by intelligent sensors with RFID data, more powerful IoT 
applications that are suitable for the industrial environments can 
be created. 


B. Communication Technologies in loT 


IoT can contain many electronic devices, mobile devices, and 
industrial equipment. Different things have different communi- 
cation, networking, data processing, data storage capacities, and 
transmission power. For instance, many smart phones now have 
powerful communication, networking, data processing, and data 
storage capacities. Compared to smart phones, heart rate monitor 
watches only have limited communication and computation 
capabilities. All these things can be connected by networking 
and communication technologies. 

IoT involves a number of heterogeneous networks such as 
WSNs, wireless mesh networks, WLAN, etc. These networks 
help things in IoT exchange information. A gateway has the 
ability to facilitate the communication or interaction of various 
devices over the Internet. The gateway can also leverage its 
network knowledge by executing optimization algorithms locally. 
Therefore, a gateway can be used to handle many complex aspects 
involved in communication on the network [44]. 
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Different things may have varying QoS requirements such as 
performance, energy efficiency, and security. For example, many 
devices rely on batteries and thus reducing energy consumption 
for these devices is a top concern. In contrast, devices with power 
supply connection often do not set energy saving as a top priority. 
IoT would also greatly benefit by leveraging existing Internet 
protocols such as IPv6, as this would make it possible to directly 
address any number of things needed through the Internet [3], 
[19], [20]. Main communication protocols and standards include 
RFID (e.g., ISO 18000 6c EPC class 1 Gen2), NFC, IEEE 802.11 
(WLAN), IEEE 802.15.4 (ZigBee), IEEE 802.15.1 (Bluetooth), 
Multihop Wireless Sensor/Mesh Networks, IETF Low power 
Wireless Personal Area Networks (6LoWPAN), Machine to 
Machine (M2M), and traditional IP technologies such as IP, 
IPv6, etc. 


C. Networks Involved in IoT 


There are quite a few cross-layer protocols for wireless net- 
works such as Wireless Sensor and Actuator Networks (WSANs) 
or Ad Hoc Networks (AHNs) [37]. However, they must be 
revised before they can be applied to the IoT. The reason is that 
because things in IoT often have diverse communication and 
computation capabilities, and varying QoS requirements. In 
contrast, nodes in WSNs typically have similar requirements 
for hardware and network communication. In addition, the IoT 
network uses the Internet to support information exchange and 
data communication. In contrast, WSNs and AHNs do not have 
to involve the Internet for communication. 


D. Service Management in loT 


Service management in IoT refers to the implementation and 
management of quality IoT services that meet the needs of users 
or applications. The SOA can be used to encapsulate services by 
hiding the implementation details of services such as protocols 
used [45]. This makes it possible to decouple between compo- 
nents in a system and therefore hide the heterogeneity from end 
users. An SOA-IoT allows applications to use heterogeneous 
objects as compatible services [11]. On the other hand, the 
dynamic nature of IoT applications requires IoT to provide 
reliable and consistent services. An effective SOA can minimize 
the impact caused by device moves or battery failure. A good 
example is the OSGi platform [46] that applies a dynamic SOA 
architecture to enable the deployment of smart services. As an 
effective modular platform for service deployment, OSGi has 
been employed in diverse contexts (e.g., mobile apps, plug-in, 
application servers, etc.). In IoT, the service composition based on 
OSGi platform can be implemented by Apache Felix iPoJo [47]. 

A service is a collection of data and associated behaviors to 
accomplish a particular function or feature of a device or portions 
of a device. Services can be provisioned in various ways. A 
service may reference other primary or secondary services and/or 
a set of characteristics that make up the service. The services can 
be categorized into two types: primary service and secondary 
service. The former denotes services that expose the primary 
functionalities at an IoT node, which can be seen as the basic 
service component and can be included by another service. A 
secondary service can provide auxiliary functionalities to the 


2238 


primary service or other secondary services. A service may 
consist of one or more characteristics, which defines service 
data structures, permission, descriptors, and other attributes of a 
service [32], [38]. 

Ina service-oriented IoT, services can be created and deployed 
according to the following steps [3], [19], [20]: 1) developing 
services composition platforms; 2) abstracting the device’ func- 
tionalities and communication capabilities; and 3) provision of a 
common set of services. Services identity management involves 
context management and object classification. IoT also makes it 
possible to build a mirror for each real object in the IoT. IoT also 
has a service-oriented and context aware architecture, where 
every virtual and physical object can communicate with one 
another. The service-oriented IoT allows each component to 
offer its functionalities as standard services, which might sig- 
nificantly increase the efficiency of both devices and networks 
involved in IoT. 


V. Key IOT APPLICATIONS IN INDUSTRIES 


IoT applications are still in its early stage [19], [20], [32]. 
However, the use of IoT is rapidly evolving and growing. Quite a 
few IoT applications are being developed and/or deployed in 
various industries including environmental monitoring, health- 
care service, inventory and production management, food supply 
chain (FSC), transportation, workplace and home support, secu- 
rity, and surveillance. Atzori et al. [19] and Miorandi et al. [20] 
provide a general introduction to IoT applications in various 
domains. Different from their discussions, our discussion spe- 
cifically focuses on industrial IoT applications. The design of 
industrial IoT applications needs to consider multiple goals. 

Depending on the intended industrial application, designers 
may have to make a tradeoff among these goals to achieve a 
balance of cost and benefits [48]. Below are some IoT applica- 
tions in industries. 

1) Using IoT in the healthcare service industry [49]. IoT 
provides new opportunities to improve healthcare [33]. 
Powered by IoT’s ubiquitous identification, sensing, and 
communication capacities, all objects in the healthcare 
systems (people, equipment, medicine, etc.) can be tracked 
and monitored constantly [50]. Enabled by its global 
connectivity, all the healthcare-related information (logis- 
tics, diagnosis, therapy, recovery, medication, manage- 
ment, finance, and even daily activity) can be collected, 
managed, and shared efficiently. For example, a patient’s 
heart rate can be collected by sensors from time to time and 
then sent to the doctor’s office. By using the personal 
computing devices (laptop, mobile phone, tablet, etc.) and 
mobile internet access (WiFi, 3G, LTE, etc.), the loT-based 
healthcare services can be mobile and personalized [51]. 
The wide spread of mobile internet service has expedited 
the development of the IloT-powered in-home healthcare 
(IHH) services [49]. Security and privacy concerns are two 
major challenges. 

2) Using IoT in FSC [52]. Today’s FSC is extremely distrib- 
uted and complex. It has large geographical and temporal 
scale, complex operation processes, and large number of 
stakeholders. The complexity has caused many issues in the 
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quality management, operational efficiency, and public 
food safety. loT technologies offer promising potentials to 
address the traceability, visibility, and controllability chal- 
lenges. It can cover the FSC in the so-called farm-to-plate 
manner, from precise agriculture, to food production, pro- 
cessing, storage, distribution, and consuming. Safer, more 
efficient, and sustainable FSCs are expectable in the future. 
A typical IoT solution for FSC (the so-called Food-IoT) 
comprises three parts: a) the field devices such as WSN 
nodes, RFID readers/tags, user interface terminals, etc.; 
b) the backbone system such as databases, servers, and 
many kinds of terminals connected by distributed computer 
networks, etc.; and c) the communication infrastructures 
suchas WLAN, cellular, satellite, power line, Ethernet, etc. 
As the IoT system offers ubiquitous networking capacity, all 
of these elements can be distributed throughout the entire 
FSC. Furthermore, it also offers effective sensing function- 
alities to track and monitor the process of food production. 
The vast amount of raw data can be further mined and 
analyzed to improve the business process and support 
decision making. Big data analytics can be used to respond 
to the challenge of analyzing the tremendous amount of 
data collected from FSC. 

Using IoT for safer mining production. Mine safety is a big 
concern for many countries due to the working condition in 
the underground mines. To prevent and reduce accidents in 
the mining, there is a need to use IoT technologies to sense 
mine disaster signals in order to make early warning, disaster 
forecasting, and safety improvement of underground produc- 
tion possible [53]. By using RFID, WiFi, and other wireless 
communications technology and devices to enable effective 
communication between surface and underground, mining 
companies can track the location of underground miners 
and analyze critical safety data collected from sensors to 
enhance safety measures. Another useful application is to 
use chemical and biological sensors for the early disease 
detection and diagnosis of underground miners, as they 
work in a hazardous environment. These chemical and 
biological sensors can be used to acquire biological infor- 
mation from human body and organs and to detect hazard- 
ous dust, harmful gases, and other environmental hazards 
that will cause accidents. A challenge is that wireless 
devices need power and could potentially detonate gas 
in the mine. More research is needed regarding safety 
characteristics of IoT devices used in the mining 
production. 

Using IoT in transportation and logistics. IoT will play an 
increasingly important role in transportation and logistics 
industries [19]. As more and more physical objects are 
equipped with bar codes, RFID tags or sensors, transpor- 
tation and logistics companies can conduct real-time mon- 
itoring of the move of physical objects from an origin to a 
destination across the entire supply chain including 
manufacturing, shipping, distribution, and so on [54]. 
Furthermore, IoT is expected to offer promising solutions 
to transform transportation systems and automobile ser- 
vices [55]. As vehicles have increasingly powerful sens- 
ing, networking, communication, and data processing 
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capabilities, IoT technologies can be used to enhance these 
capabilities and share under-utilized resources among 
vehicles in the parking space or on the road. For example, 
IoT technologies make it possible to track each vehicle’ 
existing location, monitor its movement, and predict its 
future location. Recently, an intelligent informatics system 
(iDrive system) developed by BMW used various sensors 
and tags to monitor the environment such as tracking the 
vehicle location and the road condition to provide driving 
directions [56]. Zhang et al. [57] designed an intelligent 
monitoring system to monitor temperature/humidity inside 
refrigerator trucks by using RFID tags, sensors, and wire- 
less communication technology. In the near future, we will 
see the development of an automotive autopilot that can 
automatically detect pedestrians or other vehicles and 
take evasive steering to avoid collisions as needed [58]. 
Security and privacy protection are important for the 
widespread use of IoT in transportation and logistics, since 
many vehicle drivers are worried about information leak 
and privacy invasion. Reasonable efforts in technology, 
law, and regulation are needed to prevent unauthorized 
access to or disclosure of the privacy data. 

Using IoT in firefighting. IoT has been used in the fire- 
fighting safety field to detect potential fire and provide 
early warning for possible fire disasters. In China, RFID 
tags and/or bar codes are being attached to firefighting 
products to develop nationwide firefighting product infor- 
mation databases and management systems. By leveraging 
RFID tags, mobile RFID readers, intelligent video cam- 
eras, sensor networks, and wireless communication net- 
works, the firefighting authority or related organizations 
could perform automatic diagnosis to realize real-time 
environmental monitoring, early fire warning and emer- 
gency rescue as needed. Researchers in China are also 
using IoT technologies to construct fire automatic alarming 
systems in order to raise the nation’s firefighting manage- 
ment and emergency management to a new level [59]. 
Recently, Ji and Qi [60] illustrate an infrastructure of IoT 
applications used for emergency management in China. 
Their IoT application infrastructure contains sensing layer, 
transmission layer, supporting layer, platform layer, and 
application layer. Their IoT infrastructure has been 
designed to integrate both local-based and sector-specific 
emergency systems. Establishing standards for implement- 
ing Fire IoT is a pressing challenge now. 


VI. RESEARCH CHALLENGES AND FUTURE TRENDS 


It is broadly accepted that the IoT technologies and applica- 
tions are still in their infancy [32]. There are still many research 
challenges for industrial use such as technology, standardization, 
security, and privacy [19], [20]. Future efforts are needed to 
address these challenges and examine the characteristics of 
different industries to ensure a good fit of IoT devices in the 
industrial environments. A sufficient understanding of industrial 
characteristics and requirements on factors such as cost, security, 
privacy, and risk is required before IoT will be widely accepted 
and deployed in industries. 
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A. Technical Challenges 


Although a lot of research efforts have been made on IoT 
technologies, there are still technical challenges. 


1) 


2) 


3) 


4) 


Design an SOA for IoT is a big challenge, in which service- 
based things might suffer from performance and cost 
limitations. In addition, scalability issues often arise as 
more and more physical objects are connected to the 
network. When the number of things is large, scalability 
is problematic at different levels including data transfer and 
networking, data processing and management, and service 
provisioning [20]. 

From the viewpoint of network, the IoT is a very compli- 
cated heterogeneous network, which includes the connec- 
tion between various types of networks through various 
communication technologies. Currently, there is lack of 
widely accepted common platform that hides the hetero- 
geneity of underlining networks/communication technol- 
ogies and provides a transparent naming service to various 
applications [20]. Large amounts of data transmission 
across the network at the same time can also cause frequent 
delay, conflict, and communication issues. It is a challeng- 
ing task to develop networking technologies and standards 
that can allow data gathered by a large number of devices to 
move efficiently within IoT networks. Managing con- 
nected things in terms of facilitating the collaboration 
between different entities and the administering devices 
addressing, identification, and optimization at the archi- 
tectural and protocol levels is a research challenge [17]. 
From the viewpoint of service, a lack of a commonly 
accepted service description language makes the service 
development and integration of resources of physical 
objects into value-added services difficult. The developed 
services could be incompatible with different communi- 
cation and implementation environments [19], [22]. In 
addition, powerful service discovery methods and object 
naming services need to be developed to spread the IoT 
technology [19], [20]. 

As IoT is often developed based on a traditional ICT 
environment and it is affected by everything connected to 
the network, it requires a lot of work to integrate IoT with 
existing IT systems or legacy systems into a unified infor- 
mation infrastructure. Furthermore, with the huge number 
of things connected to the Internet, a massive amount of 
real-time data flow will be automatically produced by 
connected things [61]. The data may not have much mean- 
ingful value unless people find an effective way to analyze 
and understand it [62]. Analyzing or mining massive 
amounts of data generated from both IoT applications and 
existing IT systems to derive valuable information requires 
strong big data analytics skills, which could be challenging 
for many end users. In addition, integrating IoT devices with 
external resources such as existing software systems and 
Web services requires the development of various middle- 
ware solutions, since applications vary a lot by industries. 
Building practical applications in which heterogeneous 
IoT-related data are combined with traditional data can be 
a challenging task for a variety of industries. 
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B. Standardization 


The rapid growth of IoT makes the standardization difficult. 
However, standardization plays an import role for the further 
development and spread of IoT. Standardization in IoT aims to 
lower the entry barriers for the new service providers and users, 
to improve the interoperability of different applications/systems 
and to allow products or services to better perform at a higher 
level. A careful standardization process and a lot of coordination 
efforts are needed to ensure devices and applications from 
different countries to be able to exchange information [20]. 
Various standards used in IoT (e.g., security standards, commu- 
nication standards, and identification standards) might be the key 
enablers for the spread of IoT technologies and need to be 
designed to embrace emerging technologies. Specific issues in 
IoT standardization include interoperability issue, radio access 
level issues, semantic interoperability, and security and privacy 
issues [63]-[65]. In addition, industry-specific guidelines or 
standards for implementing IoT in industrial environments are 
also recommended for easier integration of various services. 


C. Information Security and Privacy Protection 


The acceptance and widespread of new IoT technologies and 
services will largely rely on the information security and data 
privacy protection, which are two difficult issues in loT because 
of its deployment, mobility, and complexity [66]. Many existing 
technologies are available for consumer use, but are not suitable 
for industrial applications that have strict safety and security 
requirements. To secure the information, existing encryption 
technology borrowed from the WSNs or other networks need to 
be carefully reviewed, when they are used to build IoT. As IoT 
allows many daily things to be tracked, monitored, and con- 
nected, and a lot of personal and private information can be 
collected automatically [19]. Protecting privacy in the IoT 
environment becomes more serious than the traditional ICT 
environment because the number of attack vectors on IoT entities 
is apparently much larger [67], [68], [69]. For example, a health 
monitor will collect patient’s information, such as heart rate 
and blood sugar level and then send the information directly to 
the doctor’s office over the network. When the information is 
transferred over the network, patient’s data could be stolen or 
compromised. Another example is that bio-sensor used in the 
food industry can be used to monitor temperature and bacterial 
composition of food stored in the refrigerator. When some food 
becomes deteriorated, data can be sent back to the food company 
through the network. However, such data should be kept strictly 
confidential in order to protect the reputation of a food company 
[20]. It should be noticed that some issues, such as the definition 
of privacy and legal interpretation are still vague and are not 
clearly defined in IoT. Although the existing network security 
technologies provide a basis for privacy and security in IoT, more 
work still needs to be done. A reliable security protection 
mechanism for IoT needs to be researched from the following 
aspects: 1) the definition of security and privacy from the 
viewpoint of social, legal, and culture; 2) trust and reputation 
mechanism; 3) communication security such as end-to-end 
encryption; 4) privacy of communication and user data; and 
5) security on services and applications. 
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D. Research Trends 


The development of IoT infrastructures will likely follow an 
incremental approach and expand from existing identification 
techniques, such as RFID. International cooperation efforts and a 
system-level perspective are needed to address the above IoT- 
related challenges [20], [70]-[73]. In addition to conducting 
research to address the above challenges, we also identify a few 
other research trends. 

1) Integrating Social Networking With IoT Solutions: There is 
a strong interest to use social networking to enhance the 
communications among different IoT things. A new 
paradigm, named Social Internet of Things (SIoT), was 
recently proposed by Atzori et al. [42]. There is a trend for 
the move from IoT to a new vision named Web of Things that 
allows IoT objects to become active actors and peers on the Web 
[74]-[77]. 

2) Developing Green IoT Technologies: As IoT involves 
billions of connected sensors communicating through the 
wireless network, the power consumption of sensors is a big 
concern and limitation for the widespread of IoT. Saving energy 
should become a critical design goal for IoT devices, such as 
wireless sensors [78]. There is a need to develop energy-efficient 
techniques or approaches that can reduce the consumed power by 
sensors [79]. 

3) Developing Context-Aware IoT Middleware Solutions: 
When billions of sensors are connected to the Internet, it is not 
feasible for people to process all the data collected by those 
sensors. Context-awareness computing techniques, such as IoT 
middleware are proposed to better understand sensor data and 
help decide what data needs to be processed [61]. Currently, most 
IoT middleware solutions do not have context-awareness 
capabilities. The European Union has identified context 
awareness as an important IoT research area and specified a 
time frame (2015-2020) for context-aware IoT computing 
research and development [21]. 

4) Employing Artificial Intelligence Techniques to Create 
Intelligent Things or Smart Objects: Arsénio et al. [80] 
propose to create Internet of Intelligent Things by bringing 
artificial intelligence into things and communication networks. 
Future IoT systems should have characteristics including 
“self-configuration, self-optimization, self-protection, and self- 
healing” [81], [82]. Smart objects will become more intelligent 
[83] and context-aware with larger memory, processing, and 
reasoning capabilities in the future. 

5) Combining loT and Cloud Computing: Clouds provide a 
good way for things to get connected and allow us to access 
different things on the Internet. Further research will focus on 
implementing new models or platforms that provide “sensing as 
a service” on the cloud [84]-[86]. 


VII. CONCLUSION 


As a complex cyber-physical system, IoT integrates various 
devices equipped with sensing, identification, processing, com- 
munication, and networking capabilities. In particular, sensors 
and actuators are getting increasingly powerful, less expensive 
and smaller, which makes their use ubiquitous. Industries have 
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strong interest in deploying IoT devices to develop industrial 
applications such as automated monitoring, control, management, 
and maintenance. Due to the rapid advances in technology and 
industrial infrastructure, IoT is expected to be widely applied to 
industries. For example, the food industry is integrating WSN and 
RFID to build automated systems for tracking, monitoring, and 
tracing food quality along the food supply chain in order to 
improve food quality. 

This paper reviews the recent researches on IoT from the 
industrial perspective. We firstly introduce the background and 
SOA models of IoT and then discuss the fundamental technolo- 
gies that might be used in IoT. Next, we introduce some key 
industrial applications of IoT. Afterward, we analyzed the 
research challenges and future trends associated with IoT. 
Different from other IoT survey papers, a main contribution of 
this review paper is that it focuses on industrial IoT applications 
and highlights the challenges and possible research opportunities 
for future industrial researchers. 
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